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IN THE COURT OF COMMON PLEAS OF PHILADELPHI#AR\BUZITVE2 : 40 pm
FIRST JUDICIAL DISTRICT OF PENNSYLVANIA S ORAIE TS

CIVIL TRIAL DIVISION
COMMONWEALTH OF PENNSYLVANIA
By Attorney General Josh Shapiro :  Case No. 210301265
Plaintiff,
V.

Retrieval-Masters Creditors Bureau, Inc.,
a New York corporation, d/b/a
American Medical Collection Agency,

Defendant.
CONSENT PETITION FOR FINAL DECREE BETWEEN COMMONWEALTH OF

PENNSYLVANIA AND DEFENDANT RETRIEVAL-MASTERS CREDITORS
BUREAU, INC.

Plaintiff, the Commonwealth of Pennsylvania, Office of Attorney General by Attorney
General Josh Shapiro and Retrieval-Masters Creditors Bureau, Inc., d/b/a American Medical
Collection Agency, have agreed to the stipulations and terms of this Consent Petition (“Consent
Petition™) without admission of any facts or liability of any kind as alleged in Plaintiff’s civil
enforcement action.

A. PARTIES
1; Plaintiff is the Commonwealth of Pennsylvania, Office of Attorney General by Attorney
General Josh Shapiro (“Plaintiff” or “Attorney General” or part of “States” or

“Participating States”). The Attorney General is authorized to enforce the State’s consumer
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protection laws and applicable Personal Information Protection laws as alleged in
Plaintiff’s civil enforcement action and for convenience, noted here in Appendix A.
Defendant Retrieval-Masters Creditors Bureau, Inc. (“RMCB” or “Defendant”) is a New
York corporation with its principal place of business located at 200 Pemberwick Road,
Greenwich, CT 06831. Previously Defendant’s principal place of business was 4
Westchester Plaza, Suite 110, Elmsford, NY 10523. As further detailed and stipulated
below, Defendant also conducts business under the assumed name American Medical
Collection Agency (AMCA).

B. DEFINITIONS
“Consumer Protection Acts” refers to the relevant state laws of the Participating States as
cited in Appendix A.
“Business Associate” shall be defined in accordance with 45 C.F.R. § 160.103 and refers
to a person or entity that provides certain services for or performs functions on behalf of
“Covered Entities,” and requires access to Protected Health Information to provide such
services or perform such functions.
“Controlling interest” shall be defined as the holding of a majority or any degree of the
ownership of a business sufficient to give the holder a means of exercising control over the
management or opérations of the business.
“Covered Entity” or “Covered Entities” shall be defined in accordance with 45 CF.R. §
160.103 and is a health care clearinghouse, health plan, or health care provider that
transmits health information in electronic form in connection with a transaction for which
the United States Department of Health and Human Services has adopted standards and on

whose behalf Defendant engaged in debt collection activities.
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10.

1.

12,

13

“Data Breach” refers to the intrusion into the Defendant’s computer systems disclosed by
the Defendant on or about June 2019 when Defendant announced that an unauthorized user
had gained access to Defendant’s internal system between August 1, 2018 and March 30,
2019.

“Effective Date” shall be April 12, 2021.

“HIPPA” shall mean “Health Insurance Portability and Accountability Act of 1996, Public
Law 104-191, and its implementing regulations, 45 C.F.R. §§ 160, 162, and 164,” and
includes (a) the “HIPAA f’rivacy Rule,” which shall refer to the HIPAA Regulations that
establish national standards to safeguard individuals’ medical records and other Protected
Health Information as defined at 45 C.F.R, Parts 160 and subparts A and E of Part 164 and
(b) the “HIPAA Security Rule” shall refer to the HIPAA regulations that establish national
standards to safeguard individuals’ Electronic Protected Health Information as defined at
45 C.F.R. Parts 160 and subparts A and C of Part 164.

“MDL” means the pending multi-district litigation, In re: American Medical Collection
Agency, Inc., Customer Data Security Breach Litigation, 2:19-md-02904-MCA-MAH
(D.N.J.) before Judge Madeline Arleo.

“Minimum Necessary Standard” shall refer to the requirements of the Privacy Rule as
defined in 45 C.F.R. §§ 164,502(b) and 164.514(d).

“Participating States” or “States” refers to the states identified in Appendix A which is
incorporated here for all purposes.

“Personal Information” or “PI” shall have the same definition as “Perspnal Identifying
Information” as set forth in the Personal Information Protection Acts of the Participating

States.
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